
 

 

Ethical Hacking Syllabus   
Beginners Level  
 

Don’t just rush to learn everything at once. Just start from the beginning of this 

syllabus and move topic by topic. Pick up one topic and search every bit of it on 

internet. Google is your best friend for that. Once you feel that you are done with 

one topic and confident about your knowledge about that topic, then get practical 

knowledge regarding the same. Once everything is done, move to the next topic. 

 

So here is the Ethical Hacking Syllabus for you. This is also the Cyber Security 

Syllabus  beginners level of course. 

 

1 – Introduction 

2 – Networking & Basics 

3 – Foot Printing 

4 – Google Hacking 

5 – Scanning 

6 – Windows Hacking 

7 – Linux Hacking 

8 – Trojans & Backdoors 

9 – Virus & Worms 

10 – Proxy & Packet Filtering 

11 – Denial of Service 

12 – Sniffer 

13 – Social Engineering 

14 – Physical Security 

15 – Steganography 

16 – Cryptography 

17 – Wireless Hacking 

18 – Firewall & Honey pots 

19 – IDS & IPS 

20 – Vulnerability 

21 – Penetration Testing 

22 – Session Hijacking 

23 – Hacking Web Servers 

24 – SQL Injection 

25 – Cross Site Scripting 

26 – Exploit Writing 

27 – Buffer Overflow 



 

 

28 – Reverse Engineering 

29 – Email Hacking 

30 – Incident Handling & Response 

31 – Bluetooth Hacking 

32 – Mobile Phone Hacking 

Thank you for downloading this file. . . 

With Regards, 

Facio Technologies pvt.ltd. 

www.facioindia.com 


